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About the host/moderator

Angelina is a Biomedical Engineer with the Department of
Veterans Affairs of Tampa, Florida. She is responsible for the
implementation of specialized equipment and complex capital
projects and thoroughly involved in Patient Safety workgroups.
Previously Angelina worked for Kaiser Permanente in Northern
California, serving as a Clinical Systems Engineer responsible for
the Respiratory Care and Cardiovascular Services portfolios in the
Region, and has prior experience as a Clinical Technology
Manager developing standardization practices and
documentation for service delivery.

Angelina received her Bachelor’s Degree in Bioengineering from
Florida Gulf Coast University and received her Master’s Degree in
Clinical Engineering from the University of Connecticut.

Angelina Chiaracane-Guthrie, MS, CCE, CHTM
Biomedical Engineer
Department of Veterans Affairs
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Happy 2025 HTM Week!

HAppy HTM WEEK

MAY 18 -24, 2025

We salute all HTM/CE professionals

and thank all of you for your dedication and effective
application of science and technology in patient care!




ACCE gratefully acknowledges the sponsorship of this webinar by

8¢ ORDR



Logistics

*»+All attendees have their microphones muted during the presentation.

“*Questions to the panelists must be submitted via the “Q&A” feature in Zoom at any

time. They will be addressed at the Q& A portion.

“*If there 1s any urgent issue, please use the “chat” feature to communicate with the

host/moderator.

“*Please remember to complete the webinar evaluation after attending. A link will be

provided at the end.



About the Speaker

Tola Amusan has been with Mayo Clinic for about 12 years, with
experience spanning Healthcare Technology Management,
Information Security, and Information Technology. Prior to joining
Mayo, he served as a security professional at Accenture, the
Federal Reserve Bank, and UnitedHealth Group, and as an IT
professional at 3M.

In his current role as Principal Information Security

Analyst, Tola leads vulnerability & Patch management and risk
remediation for Mayo’s medical and facilities equipment and
contributes to the development of Mayo’s cybersecurity program
for HTM.

Odutola “Tola” Amusan, MBA, CISSP, CISM, CRISC He holds a CISSP certification and an MBA, bringing both

Principal Security Analyst, HTM technical depth and strategic insights to his work.
MAYO
CLINIC
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Meet Our Panelist

Benjamin Stock
Director of Healthcare Product Development

es ORDR

Ordr. Previously, Ben worked as the Director of Clinical Equipm
Systems and Project Support at SSM Health in St. Louis, MO.
more than 15 years of experience in healthcare technology
management, his wealth of knowledge in the Clinical Engineering
space allows him to be a wonderful advocate for Ordr healthcare
customers.

Benjamin Stock is the Director of Healthcare Product Mana guq:\z

Ben is a Certified Biomedical Equipment Technician (CBET)



Session Description
SBOMs play a vital role in 1dentifying vulnerabi

1ties and managing risk

across connected medical devices. Yet many healthcare organizations

still struggle to access or operationalize SBOM d

ata.

Join Odutola “Tola” Amusan, Principal Security Analyst at Mayo Clinic,
and Ben Stock, Director of Healthcare Product Management at ORDR,
as they discuss how SBOMs support software exposure assessment and
remediation — and what to do when that data 1sn’t available. You’ll also

hear how Mayo Clinic uses the ORDR Software

Inventory Collector to

enhance vulnerability and patch management, offering enriched software

insights as a practical complement to SBOMs



Agenda

Introduction to SBOM

FDA Requirement

Purpose of SBOM

SBOM Format (xlsx, CSV, SPDX, CycloneDX)
Industry Emerging Trend

Advantages of SBOM

e Alternative to SBOM (OSIC)

*Q&A



INTRODUCTION TO SBOM



Definition and Significance
of SBOM

What is SBOM?

A Software Bill of Materials (SBOM) provides a
comprehensive inventory of all software components
used in a product.

Understanding Software Supply Chains

SBOM helps organizations comprehend their software
supply chains, ensuring transparency and compliance
throughout the lifecycle.

Improving Cybersecurity Practices

Utilizing SBOM enhances cybersecurity measures by
identifying vulnerable components and enabling
quicker responses to threats.

ACCE
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Importance in the
Healthcare Industry

Risk Management

SBOM plays a crucial role in identifying and
mitigating risks associated with software
components in healthcare applications.

Software Accountability

SBOM ensures that all software components used in
healthcare systems are documented and accounted
for, enhancing transparency.

Patient Safety

By maintaining an accurate SBOM, healthcare
providers can ensure patient safety and data
integrity during software updates and changes.




Medical Device and SBOM Artifact

* Applicable to Network Connected Medical
Devices.

* Description of software components included
in the SBOM.

o Third Party Components
o Purchased/Licensed Software
o Open-Source Software

118/78

SBOM

MACHINE-
READABLE

MEDICAL 'NVENTORY
DEVICE



Ensuring Software
Transparency

Understanding Software Ecosystem

Providing a complete inventory helps organizations
understand their software ecosystem and
dependencies effectively.

Managing Software Components

With SBOM, organizations can better manage software
components, ensuring security and compliance.
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SBOM Lifecycle

Creation of SBOM

The first stage involves creating the Software Bill of Materials
(SBOM), documenting all components used in the software.

Utilization of SBOM

The next stage involves communicating the SBOM to
customers for ingestion into the inventory.

Management of SBOM

Management focuses on maintaining and updating the SBOM
as software evolves, ensuring accuracy and compliance.

Maintenance of SBOM

The maintenance stage ensures the SBOM remains current
throughout the software's lifecycle, adapting to changes and
new components.
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FDA REQUIREMENT



Overview of Federal Mandates

Adoption of SBOM Practices

Federal mandates emphasize the importance of adopting
Software Bill of Materials (SBOM) practices to improve
software security and safety.

Enhancing Cybersecurity

These mandates reflect the government's commitment to
enhancing cybersecurity across various organizations and
industries.

Compliance with Regulations

Organizations are required to comply with federal
mandates to ensure they meet safety and security
standards.
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https://www.cisa.gov/sbom

FDA's Stance on SBOM

510(k) Requirements
After March 29, 2023, SBOMs (Software Bill of

Materials) are a key requirement for medical devices Cybel‘security in Medical Devices:
that meet the definition of a "cyber device" or . . .
contain software. Quallty SYStem Considerations and

Content of Premarket Submissions

Support for SBOM Implementation

The FDA advocates for the use of SBOM to enhance .
transparency in medical device software. G“ldance fOl‘ lnduStry and

Food and Drug Administration Staft

Document issued on September 27, 2023.

Improving Transparency

Implementing SBOM helps provide clear visibility into
software components, ensuring better management

of vulnerabilities. The draft of this document was issued on April 8, 2022.

Mitigating Risks This document supersedes “Content of Premarket Submissions for
Management of Cybersecurity in Medical Devices,” issued October 2, 2014.

By adopting SBOM, the FDA aims to reduce risks
linked to software vulnerabilities in medical devices.

I
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SBOM Format
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Commonly Used Formats

SPDX Format

SPDX is a widely used format for sharing software bill of
materials that enhances clarity and compliance.

CycloneDX Format

CycloneDX is a lightweight format designed for use in
application security contexts, focusing on simplicity and
effectiveness.

JSON Format

JSON is a flexible format often used for data interchange,
suitable for various organizational needs and
integrations.

In Machine Readable Format

ACCE — 2025 HTM Week Complimentary Webinar



SPDX Format

DocumentNamespace{
SPDXVersion: SPDX-2.2 =
Datalicense: CC@-1.8

SPDXID: SPDXRef-DOCUMENT
DocumentName:I I
Created: 2024-12-83T22:35:382
Creator: Tool: CSMS

| Packagelame: .NET (formerly .NET Core) |
SPDXID: SPDXRef-©  1
PackageVersion: 5.8.8
PackageSupplier: Organization: Microsoft
ExternalRef: PACKAGE-MANAGER purl pkg:supplier/Microsoft/.NET-(formerly-.NET-Core)@5.0.0
FilesAnalyzed: false
PackageDownloadlLocation: https://github.com/dotnet/core
PackagelicenseConcluded: NOASSERTION
PackagelicenseInfoFromFiles: NOASSERTION
PackagelicenseDeclared: NOASSERTION
PackageCopyrightText: NOASSERTION

| Packagellame: .NET Framework
SPDXID: SPDXRef-1
PackageVersion: 4.8
PackageSupplier: Organization: Microsoft

ExternalRef: PACKAGE-MANAGER purl pkg:supplier/Microsoft/.NET-Framework@d.s
FilesAnalyzed: false

PackageDownloadlocation: https://dotnet.microsoft.com/downlo
PackagelicenseConcluded: NOASSERTION
PackagelicenseInfoFromFiles: NOASSERTION
PackagelicenseDeclared: NOASSERTION
PackageCopyrightText: NOASSERT

OO LB WN

otnet-framework/netd8

PackagelName: 7-Zip
- =T
PackageVersion: 19.60
PackageSupplier: Organization: Igor Pavlov
ExternalRef: PACKAGE-MANAGER purl pkg:supplier/Igor-Pavlov/7-Zip@l9.0@
FilesAnalyzed: false
PackageDownloadlLocation: https://www.7-zip.org/

A list of third-party software on the Device

PackageName: .NET (formerly .NET Core)
PackageName: .NET Framework
PackageName: 7-Zip

PackageName: Acrobat Reader DC
PackageName: Internet Explorer
PackageName: log4net

PackageName: TeamViewer
PackageName: UltraVNC

I
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Sample CycloneDX Format of AN
SBOM

{I e LT CycloneDX is a lightweight SBOM format designed for

"specVersion": "1.4", security.

"version": 1,
"metadata": {

: It provides clear documentation of software
"timestamp": "2024-04-23T12:34:6Z"

"component": { components.
"type": "library",

"name": "example-component",
"version": "1.0.0",
"purl":"pkg:maven/com.example/

example-component@l.o.o", Enhances communication across teams regarding
"bom-ref":"pkg:maven/com.example/ software risks.

example-component@l.0.0"
AT Supports integration with various tools and

"type": "library", platforms.

"name": "component-a",

"version": "2.3.4",

"purl”:"pkg:npm/compent-a@2.3.4"

}

"type": "library",

"name": "component-b",

"version": "4.5.6",

"purl":"pkg:npm/component-b@4.5.6"
}

Used for vulnerability management and compliance.

¥
https://github.com/CycloneDX 22 CE



https://github.com/CycloneDX

Old Formats

f \ They would occur at the
No standardized cadence. | same time unless a
Typically, a new version of the -~ "
Extended support available endor server image is developad evary vn{lmne:ahxl:;vw:s ::smvered Yes
until 4/1/28 with Ubuntu Pro 1-2years. i . T°_° T sating
canonicalubuntu_linux 18.04.02 |subscription controls in place. Customer Technical Bulletin  |April 2028
They would occur at the
?o fta‘r:dardized :ud_:nce.' " same time unless a
Vendor s:pnl::ar i::z:ei:::::::::d E\:HY 'vulnerability was discovered|Yes
1-2 years. with no compensating
controls in place.
docker.docker 18.06.1 e Customer Technical Bulletin_| 12/8/2018
No standardized cadence. I:::::';l:uoncr:;::he
Typically, a new version of the L .
Vendor ) . vuinerability was discovered |Yes . .
Sepver It I developed v iy o compensating 1 System Information report written at: ()
microsoft net_core 222 | controls in place. c 2 System Name: DESKTOP-LQDRNGN
I They would occur at the 3 [System Summary]
.I:;fta::darduzed :adgncei " same time unless a 4
cally, a new version of the . .
Vendor server image is developed every Vl{ln!f!hllltv was d-is::wered Yes 5 Ttem Value
1-2 years. 'with no compensating . . .
. controls in place. c 6 0S Name Microsoft Windows 1@ IoT Enterprise LTSC
e Lo 7 Version 10.0.19044 Build 19044
. [They would ocour at the 8 Other 0S Description Not Available
Mo standardized cadence. |same time unless a . .
Typically, a new version of the o . 9 05 Manufacturer Microsoft Corporation
Vendor server image is developed every 'vulnerability was discovered|Yes .
1-2 years. with no compensating 1e System
ostgresalpostgresal 963 controls in place. c 11 System Manufacturer HP
Jpostaresglpostys . .
12 System Model HP Z2 Tower G9 Workstation Desktop PC
They would occur at the
No standardized cadence. came time unless a 13 System Type x64-based PC
Vendor ::pn':: ‘i"‘;::‘:ei::::':::‘: :hv:w vulnerability was discovered|Yes 14 [ ]
1-2years. with no compensating 15 Processor Intel(R) Core(TM) i9-149@06K, 32080 Mhz, 24 Core(s), 32 Logical Processor(s)
A nginxnging 1142 controls in place. ¢ 16 BIDS Version/Date HP US@ Ver. ©83.02.082, 4/16/2024

17 SMBIOS Version 3.6

18 Embedded Controller Version 18.83

19 BIOS Mode UEFI

20 BaseBoard Manufacturer HP

21 BaseBoard Product 895C

22 BaseBoard Version KBC Version 12.83.13
23 Platform Role Workstation

24 Secure Boot State  On

25 L ) |
26 Windows Directory C:\Windows
27 System Directory C:\Windows\system32

28 Boot Device \Device\HarddiskVolumel
29 Locale United States
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Emerging trend in the industry



Manufacturers and Producers

Role of Manufacturers

Manufacturers are the primary producers and the original source of SBOMs.

- Importance of Producers
E_b Producers generate SBOMs on behalf of device manufacturers for legacy or complex systems that lack SBOM
capabilities.

REVIEW
COMPONENTS

Collaboration For Increase Adoption

The collaboration between device manufacturers and producers enhances the adoption and use of SBOM.
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Consumers and Integrators

Role of Consumers

Consumers such as Healthcare Delivery Organizations (HDOs) are crucial for demanding transparency in Software Bill
of Materials (SBOM), influencing market practices.

Importance of Integrators

Integrators facilitate the implementation of SBOM by providing solutions that meet consumer demands for security.

Driving Innovation

The collaborative needs of consumers and integrators drive innovation in the SBOM ecosystem, enhancing security
measures.

ACCE
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All-in-one Collaboration

SBOM Stakeholders in Medical Device Cybersecurity
‘= =

_ SBOM Customers - SBOM
Producers Healthcare Integrators
- Delivery Security
Organizations Alignment
SIEMENS 9 g
(HDOs) Facilitators
GE Healthcare
PHILIPS medcrept ﬁ Ordr
Primary producers Develop SBOMs End users of Ingest and
of medical devices on behalf medical devices normalize SBOMs
and original of device with a mandate across diverse
source of SBOMs manufacturers to safeguard devices and map
patient safety to asset
and system integrty inventories

L% . Jk\ jk A
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Advantages of SBOM
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Utilizing SBOM for Comprehensive
Security Management

* Enhances Risk Assessment in Supply Chains.
* Facilitates Effective Threat Modeling Practices.

* Aids in Vulnerability Management and

Mitigation.

e Streamlines Patch Management Processes.

* Supports Security Operations with Detailed
Insights.

* Improves Device Lifecycle Management for
Software.

29




Utilizing SBOM for Supply
Chain Risk Assessment

SBOM enhances risk visibility in the supply
chain process.

Facilitates Third Party Risk Management
(TPRM) effectively.

Identifies vulnerabilities in software
components during assessments.

Supports informed decision-making for risk
mitigation strategies.

Improves compliance with industry
regulations and standards.

Cyber Risk Assessment in Supply Chain and TPRM

M
0

Supply Chain

“e

Supply Chain




Utilizing SBOM for Threat
Modeling

Identifies potential threats in software
components.

Helps prioritize security measures based on
vulnerabilities.

Facilitates communication among security
teams.

Assists in creating effective threat
mitigation strategies.

Enhances overall software security posture.




Enhancing Security o e
Through SBOM for
Vulnerability Management

SBOM provides a detailed inventory of
software components.

Automate vulnerability identification
associated with specific software versions.

Supports correlation of vulnerability across
the fleet.

-t

’
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Facilitates timely patching and updates to
vulnerable components.

-

Enables risk assessment for software in
healthcare contexts.




Effective Patch
Management with SBOM

SBOM provides critical insights into
software components needing updates.

Identifying vulnerable software is
streamlined with an accurate SBOM.

Timely updates reduce security risks
associated with outdated components.

Automated patch management processes
can be enhanced by SBOM data.




Enhancing Security
Operations with SBOM

SBOM provides visibility into software
components and vulnerabilities.

Facilitates the timely identification of
security threats and issues.

Supports effective communication across
security teams.

Improves overall security posture of
healthcare systems.




SBOM in Device Lifecycle
Management

SBOM provides visibility into software components
throughout the device lifecycle.

Enables tracking of software updates and
vulnerabilities over time.

Enhances decision-making regarding hardware
and software upgrades.

Supports proactive maintenance and risk
management in healthcare devices.
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Alternative to SBOM (Ordr System Inventory
Collector)



Overview of OSIC Tool

* Scripts

* Scripts automate tasks and perform specific functions without modifying device configuration

* Environment
* Operates in Windows 10 and Newer and Linux Operating systems

* Runs as a task at least once a day or when the device boots up

* Script Functions

* Gathers device attributes (e.g., BIOS, serial number, hardware configuration, and memory, etc.)

* Collects software attributes (e.g., OS details, patch level, third-party applications, and anti-virus
details)

I
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OSIC: A Comprehensive
Alternative for SBOM

e OSIC enhances software inventory
management in healthcare.

* Automated scripts collect critical device
and software attributes.

* OSIC operates seamlessly across
Windows and Linux environments.

* Facilitates effective data gathering for
SBOM compliance.

* OSIC supports ongoing security
assessments through detailed reporting.

ACCE — 2025 HTM Week Combplimentarv Webinar



ATTRIBUTES COLLECTED

SYSTEM INFORMATION

Systeminfo_Os

Systeminfo_OsArch

Systemlnfo_ProductType
Systeminfo_OSVersion

Systemlnfo_Build

Systeminfo_0SSenicePack

Systemlnfo NTPSynclastSuccessfulSyncTime
Systemlnfo_NTPSyncSource
Systeminfo_BluetoothPresent

Diskinfo_Mame
DiskInfo_Description
Diskinfo_Encrypted
Disklnfo_FileSystem

DiskInfo_EncryptionMethod

EDPA

WDP

Rapid7 Insight Agent

enstart64

Remote Desktop Services

Windows Update

Background Intelligent Transfer Senice
Delivery Optimization

Cryptographic Semvices

osPatches Hotfixld
osPatches Description
osPatches_InstalledOn
SysteminfoSMB1Protocol
SystemlnfoSMB2Protocol

Systemlnfo_AssetBusinessFunction

Systeminfo_Manufacturer
Systeminfo_SerialMum
Systeminfo_AssetDeviceld
Systeminfo_AssetOnboardedDate
Systeminfo_AssetTag
Systemlnfo_ChassisType
Systeminfo_|L astBootTime
Systeminfo_DaysUpTime

Antivirus SWW

Antivirus Vendor
Antivirus Version
avProduct_displayMame
avProduct_Version

avProduct ProtectionState

avProduct_IsUptoDate
avProduct_UpdateTime

ISE SGT Walue

ISE SGT Mame

Policy SGT Name

Policy Group

Policy Profile
Systeminfo_LocalAdmins
Remote Desktop Users

OTHER INFORMATION

Access Type

Agg Risk Score

Asset Business Function
Asset Tag

Category Traffic Group
Category Traffic Profile
Cinfo FDA Class
Criticality

Data Source

Device Category
Device Description
Device Name

DOHCP Hostname

End Point Type

First Seen

FQDOM

Group

Has PHI

Has Unencrypted PHI
Host Mame

IntComm Risk Score
IP Address

Last Offline

Location

Mac Address
MicList_IPAddress
MicList_MACAddress
Profile

ACCE
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Conclusion

Importance of
SBOM

SBOM plays a crucial role
in enhancing software
transparency, ensuring
that all components are
documented and assessed
for security.

Risk Management

Understanding SBOM
helps organizations
effectively manage risks
associated with software
vulnerabilities and
compliance issues in
healthcare.

Compliance
Assurance

Organizations can ensure
compliance with
healthcare regulations by
implementing SBOM
practices that promote
accountability and
security.
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