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As VP of Medical Device Security for Health-ISAC, I work with 
Medical Device Manufacturers (MDMs) to help improve privacy and 
security while coordinating with Health Delivery Organizations 
(HDOs) to ensure practical implementations are achievable. 
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Michelle Jump is the CEO at MedSec where she is responsible for 
providing strategic leadership, training and education to the medical device 
industry, and thought leadership in the area of medical device 
cybersecurity practices and processes.  She also participates in a variety of 
domestic and international standards, as well as relevant industry and 
government initiatives to support security within the healthcare industry.

Michelle is a 15-year veteran of our Medical Device security and software 
industry being instrumentally involved with seminal industry consensus 
standards such as AAMI TIR 57, AAMI TIR 97, AAMI SW96, AAMI TIR69, 
IMDRF, ISO/IEC 80001-2-2, ISO/IEC 81001-1, IEC 81001-5-1, IEC 62304, and 
the NTIA SBOM Framing document. 

Her industry work includes numerous leadership positions, including 
convener of WG4 in ISO TC 215, leader of domestic and international 
standards projects, chair of various working groups and industry initiatives. 
She regularly communicates with global regulatory bodies, including the US 
FDA, on the topic of medical device security by co-presenting, assisting 
with submissions, and helping shape guidance and implementation of this 
topic at these agencies.
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All attendees have their microphones muted during the presentation.

Questions to the speaker must be submitted via the “Q&A” feature in Zoom at any 

time.  All questions will be addressed during the Q&A portion.

If there is any urgent issue, please use the “chat” feature to communicate with the 

host/moderator.

Please remember to complete the webinar evaluation after attending.  A link will be 

provided at the end.
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Session Description
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As software increasingly functions as a medical device, 
regulatory oversight becomes more complex.

This session demystifies SaMD regulatory and compliance 
requirements for CE/HTM teams.  



Key Issues in SaMD

• What is SaMD?
• How does FDA view SaMD?
• SaMD Regulatory and Compliance
• What about AI and SaMD?
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What is SaMD?

• Rules for regulating SaMD varies significantly across the 
globe

• It can be confusing when you try to just look at each 
country/region separately

• So, let’s look at them wholistically before we dive deeper 
into each
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What is SaMD?
• According to the International Medical Device Regulators 

Forum (IMDRF) Software as a Medical Device is defined as, 
• “software intended to be used for one or more medical purposes that perform 

these purposes without being part of a hardware medical device.” 

• In other words, think of SaMD as a software which, on its own, is a medical 
device. 

• For instance, the medical device software used to view images from an MRI on 
your phone would be a SaMD. But the software that enables an MRI machine 
to run its test wouldn’t be. To be considered SaMD, software must not 
principally drive a hardware device.

“Medical 
Purpose”

“Not part of 
hardware 
device”

https://www.fda.gov/medical-devices/cdrh-international-programs/international-medical-device-regulators-forum-imdrf
https://www.fda.gov/medical-devices/cdrh-international-programs/international-medical-device-regulators-forum-imdrf


Types of SaMD

• SaMD for diagnosis and 
treatment

• SaMD for monitoring and 
management

• SaMD for prevention and 
wellness

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://technofaq.org/posts/2017/11/how-digital-and-health-insurance-go-hand-in-hand/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/


SaMD for diagnosis and 
treatment



ECG Analysis Software

• SaMD for electrocardiogram (ECG) analysis is used to diagnose heart 
conditions such as arrhythmia, myocardial infarction, heart failure, etc. The 
software analyzes the electrical activity of the heart captured in the ECG 
signal and provides insights into the patient's heart health.

• For example:
• KardiaAI



Computer-aided diagnosis 
software for cancer

• SaMD for cancer diagnosis uses image analysis techniques to assist 
radiologists in detecting lesions, masses, and other abnormalities that may 
indicate the presence of cancer. The software analyzes medical images of 
tissue.

• For example:
• Koios DS



SaMD for monitoring and 
management



Continuous glucose 
monitoring software 
for diabetes

• This type of software analyzes data 
from glucose meters and provides real-
time information on blood glucose 
levels, including trends and patterns. It 
allows individuals with diabetes to 
make informed decisions about their 
diet and medication management.

• For example:
• One Drop Blood Glucose Monitoring 

System
• Dario Blood Glucose Monitoring System



Medication 
management 
software
• This is one of the most common 

SaMD examples. Such apps are 
designed to help patients manage 
their medication schedules. 
Besides, this software allows 
healthcare providers to monitor 
patient medication usage and 
adjust prescriptions as needed.

• For example:

• Medisafe

• AiCure



Remote Patient 
Monitoring 
Software
• RPM software is designed to 

help healthcare providers track 
patients' vital signs, symptoms, 
and medication usage from a 
distance. This enables them to 
intervene quickly if necessary 
and prevent complications.

• For example:
• Capsule Surveillance
• Healthentia



SaMD for prevention and wellness



SaMD for prevention and 
wellness

• Such apps track users' progress, 
provide personalized guidance, 
and even measure carbon 
monoxide levels in their breath. 
Smoking cessation SaMD can also 
automatically share the relevant 
data with a physician, providing 
them insights into the patient's 
response to treatment.

• For example:
• CureApp SC



Women's 
health 
software

Women's health software can 
provide personalized insights into 
fertility, track symptoms, and 
recommendations for birth control 
and reproductive health 
management. Certain SaMD 
solutions are positioned as a method 
of digital contraception.
For example:
• Natural Cycles
• Clue Birth Control



United States – A very “permissive” SaMD place

• SaMD (Software as a Medical Device) is a regulated device. Do 
you can be assured that if you use SaMD, it has been developed 
under strict Quality Controls and Regulatory oversight 

• But what if it is not regulated?
• In the US, 5 types of software were removed from regulatory 

oversight. 
• So, these software products are NOT under that same 

oversight…consider this when choosing and using software

21
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Changes resulting from 21st Century Cures Act 

Certain software 
functions intended 
for administrative 

support of a health 
care facility;

Certain software 
functions intended 
for maintaining or 

encouraging a 
healthy lifestyle 

with no reference 
to any disease or 

condition;

Certain software 
functions intended 

to serve as 
electronic patient 

records;

Certain software 
functions intended 

for transferring, 
storing, converting 

formats, or 
displaying data and 

results;

Certain software 
functions that are 

intended for 
clinical decision 

support.

Changes to Existing Medical Software Policies Resulting from Section 3060 of the 21st Century Cures Act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-
policies-resulting-section-3060-21st-century-cures-act

December 13, 2016, the Cures Act amended the definition of “device” in the Federal Food, 
Drug, and Cosmetic Act to exclude certain software functions, pursuant to section 520(o), 
intended for...

(1) Device         (2) Administrative Use              (3) General Wellness             (4) EHR            (5) MDDS                (6) CDS (7) Mobile Medical Application Guidance

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act
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https://www.fda.gov/regulatory-information/search-fda-guidance-documents/changes-existing-medical-software-policies-resulting-section-3060-21st-century-cures-act


Managing Software – Regulated v Unregulated

• For SaMD that is regulated: you can trust that the software is 
developed under strict controls and oversight (FDA)

• For software that isn’t regulated (not SaMD) – Additional 
scrutiny and care needs to be maintained to vet the quality of 
software used in healthcare

• Will it be maintained (e.g. cyber)?
• Was it validated to operate as intended?



Device Evaluation and Procurement
Before adoption, CE/HTM should verify that the SaMD vendor 
provides:

• Regulatory clearance/approval appropriate to the market 
• FDA clearance (510(k), De Novo, PMA) in the U.S. 
• Intended use documentation 
• Software version information 
• Quality certifications (ISO 13485) 
• Cybersecurity documentation and support
• Clinical evidence supporting performance

24
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Cybersecurity Risk Management
This has become one of the largest HTM responsibilities for SaMD. 

Another large bonus for regulated SaMD vs unregulated software
CE/HTM should evaluate:

• Authentication controls 
• Encryption 
• Vulnerability management process 
• Patch/update process 
• Software Bill of Materials (SBOM) 
• Third-party dependencies 
• Cloud security architecture

25
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Inventory and Asset Management
SaMD must be tracked similarly to physical medical devices. But that can be more difficult due 
to its digital nature

Maintain:
• Software inventory 
• Versions installed 
• License information 
• Clinical owners 
• Network locations 
• Vendor contacts 
• End-of-support dates 

• Increasingly, regulators expect healthcare organizations to know exactly where software-
based medical devices are deployed.

26
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Change Management
For software updates, CE/HTM 
should establish procedures to:
• Assess update impact 
• Coordinate testing 
• Validate integrations 
• Document implementation 
• Maintain configuration 

records 

Examples:
• AI model updates 
• Cloud platform changes 
• Security patches 
• Operating system 

compatibility updates

27
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Integration Validation

Many SaMD systems connect 
to:

• EHR/EMR systems 
• PACS 
• Medical devices 
• HL7/FHIR interfaces 
• Cloud services

• Clinical Engineering should 
verify:
•Data integrity 
• Interface reliability 
•Workflow impacts 
•Alarm functionality 
•Time synchronization 
•Patient identification 

accuracy

28
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This can be challenging for SaMD since it is a 
“virtual” product that is hosted on different 

platforms including cloud, mobile apps, 
tablets, computer laptops



Post-Market Surveillance (PMS) Support

• Manufacturers own PMS, but healthcare organizations 
contribute real-world evidence. It’s not “just an app”.

• Clinical Engineering often provides:
• Performance data 
• User complaints 
• Failure reports 
• Cybersecurity observations 
• Adverse event information

29

Track and report this just like you 
would for larger capital 

equipment!
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AI-Enabled SaMD Oversight
For AI/ML-based SaMD, CE/HTM 
responsibilities often expand to 
include:
• Monitoring model 

performance 
• Tracking drift or degradation 
• Reviewing software updates 
• Ensuring clinician oversight 
• Evaluating bias and fairness 

concerns

Examples include:

• Radiology AI 
• Clinical decision support 
• ECG interpretation software

30



Intake: identify whether it is truly AI-enabled
Ask vendors:
• Is AI/ML used in clinical output, workflow prioritization, automation, or 

decision support? 
• Is the model locked, periodically updated, or continuously learning? 
• Is the AI output diagnostic, predictive, triage-related, advisory, or 

administrative? 
• What population was it trained and validated on? 
• What are the known limitations and failure modes? 

FDA now expects AI-enabled device submissions to address Predetermined 
Change Control Plans, which describe planned AI software changes and how 
they will be controlled after clearance/authorization.

31



Procurement: require AI-specific evidence
Add these to your vendor checklist:
• Model card or equivalent AI performance summary 
• Training, validation, and test population description 
• Bias/fairness assessment 
• Clinical validation evidence 
• Human factors/usability evidence 
• Intended users and workflow assumptions 
• Cybersecurity documentation 
• SBOM 
• Update/change control policy 
• Performance monitoring plan 
• Rollback process 

32
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In Summary
• SaMD is growing in importance in the clinical environment
• It is often AI-enabled or AI-based
• Not all health-based software applications are regulated: if 

unregulated, use more caution because the FDA does not have 
oversight

• Cybersecurity is a major issue in managing software in the 
clinical environment

• Don’t underestimate the importance of software in your 
environment

33
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Q&A

Please type your questions to the Zoom Q&A window

34
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Thank You
Please complete the online evaluation form at

https://www.surveymonkey.com/r/2026-session10 

2026-2027 Topics survey: https://www.surveymonkey.com/r/2026-TopicsSurvey 

https://www.surveymonkey.com/r/2026-session10
https://www.surveymonkey.com/r/2026-session10
https://www.surveymonkey.com/r/2026-session10
https://www.surveymonkey.com/r/2026-TopicsSurvey
https://www.surveymonkey.com/r/2026-TopicsSurvey
https://www.surveymonkey.com/r/2026-TopicsSurvey
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Have a great Summer!

We will start the 2026-2027 educational webinar series 
on September 10th, stay tuned!

The Education Committee
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