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2023 ACCE CE-IT Symposium
Securing IoMT Proactively

Collaboration Between Information Technology and
Clinical Engineering Profession
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Turning the Tide: Developing Cyber 
Safety Partnerships with Clinicians

Dr. Christian Dameff MD, MS, FACEP

Assistant Professor, UC San Diego
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About the
keynote 
speaker
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Dr. Christian Dameff is an assistant professor of 
Emergency Medicine, Biomedical Informatics, and 
Computer Science (affiliate) at the University of 
California San Diego. At UCSD Health he was hired as 
the nation’s first Medical Director of Cyber Security. 

Dr. Dameff is also a hacker and security researcher 
interested in the intersection of healthcare, patient 
safety, and cybersecurity. He has spoken at some of 
the world’s most prominent Cyber Security forums 
including DEFCON, RSA, Blackhat, and BSides, and 
is one of the cofounders of the CyberMed Summit, 
a novel multidisciplinary conference with emphasis 
on medical device and infrastructure cybersecurity. 
Published cybersecurity topics include hacking 911 
systems, HL7 messaging vulnerabilities, and 
malware.
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Session Description
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1. Introduction

2. Group therapy

3. Barriers clinician pose to good security practices

4. Tips for success

5. Alignment: the big picture

6. Questions 
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Emergency Medicine
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“SECURE” Telemedicine
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Hacker
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Group Therapy Time
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Group Therapy
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Group Therapy
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“Make it work and don’t bother 
me with a password.”



Pitfall: 
Procurement



Pitfall: 
Deployment



Pitfall: 
Clinical Use



Pitfall: 
Decommissioning 
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Converting Clinicians



Tip: Show 
Clinical 
Impact
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Converting Clinicians
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Converting Clinicians
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Converting Clinicians

https://www.youtube.com/watch?v=OpyYLJOLwpA&t=38s

https://www.youtube.com/watch?v=OpyYLJOLwpA&t=38s
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Converting Clinicians



Tip: Identify 
the Willing



Tip: Talk 
About Big 

Risks



Tip: Specialty 
Matters 



Tip: Build a 
Team

• CMIO
• CISO
• Clinical engineering leadership
• Emergency Managers
• Residents, fellows, nurses, etc.
• “Medical Device Cybersecurity Committee”
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The Big Picture: 
Alignment 

• Clinical Engineering
• Information Services
• Clinicians
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As hospitals see increased cybersecurity 
scrutiny, the true state of medical device 

security will come to light. 

Start working now.
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Questions?
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