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About 
the 
Speaker

Shawn Anderson is a Manager on Intermountain 
Health's Cybersecurity Architecture team and helps to 
lead Intermountain’ s medical device security program.

Shawn worked as a network and systems administrator 
for over 13 years before joining Intermountain as an 
Information Systems Security Analyst in 2013. He 
received his Bachelor’s in Information Technology with 
an emphasis on Security and Forensics from Utah Valley 
University in Utah.

Shawn is a Certified Information Systems Security 
Professional (CISSP), Certified Information Systems 
Auditor (CISA), Healthcare Information Security and 
Privacy Professional (HCISSP), and Certified Cloud 
Security Professional (CCSP). He is an active member 
of Health-ISAC and was the co-chair of the MDSISC for 
four years. He participates in a variety of collaborative 
efforts focused around medical device security.
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Session Description
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Intermountain Health has been on a multi-year journey to mature its 
medical device cybersecurity program. We still have a long way to 
go but we would like to share with you where we are today and what 
we did to get here. 

In this session I’ll show you how Intermountain Cybersecurity 
conducts risk assessments for medical devices, analyzes controls, and 
ultimately generates a technical implementation guide used by the 
boots-on-the-ground (i.e., all y’all in the audience!).

Lively discussion and interaction is encouraged.



Session Outline

ACCE – 2023 CE-IT Symposium

Roles and Responsibilities

Assessment

Secure Configuration/Hardening

Vulnerability Management

Looking to the Future
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Roles and Responsibilities
Cybersecurity Responsibilities
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Roles and Responsibilities
The Medical Device Cybersecurity Collaboration Team
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• Technical writing and communication
• Broad knowledge of IT and HTM
• Understanding of “risk”
• Acumen with Cybersecurity concepts, tools

Team 
Skillsets

• Cybersecurity analyst/architect/engineer
• HTM/CE/Biomed cybersecurity specialists. For medium to larger 

organizations. 
• HTM/CE/Biomed technicians. The role is executing on work orders 

to implement security or fix vulnerabilities

Organization
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Risk 
Assessment
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This Photo by Unknown Author is licensed under CC BY-SA

https://thebluediamondgallery.com/tablet-dictionary/r/risk.html
https://creativecommons.org/licenses/by-sa/3.0/


Cybersecurity Risk Assessment

MDS2s are informational and good for that purpose for 

performing the initial risk assessment. 

 How detailed does the risk assessment need to be?

 Who do you communicate the outcome of the 

assessment?

 What is the point of the risk assessment? (how does it 

interact with patient safety?)
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Medical Device Risk Assessment Process

Assessment based off 
questionnaire, includes 
corrective action plan

Baseline of controls 
identified, based on cyber 

standards

Creation of technical 
implementation guide (step-

by-step)
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Establishing the Baseline
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Understand your 

organization’s 

cybersecurity standards 

and cybersecurity 

framework(s)

Map those standards to controls you can 

add, configure, implement on a medical 

device. (I like to think of it as an 

endpoint that we’ve never seen before)

Prioritize the controls that 

are most important to your 

organization.

Map who’s responsible for 

implementing controls

Use templates if it makes sense in your 

organization. Using control language 

that your “boots-on-the-ground” 

technicians are familiar with reduces 

confusion and pushback.

CAUTION: don’t try to 

shoehorn every device into 

the exact same template, 

must be flexible.



Sample of Simple Control Library
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Sample Responsibility Mapping
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Secure Device 
Configuration

This Photo by Unknown Author is licensed under CC BY-SA
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https://commotionwireless.net/docs/cck/installing-configuring/configure-commotion/index.html
https://creativecommons.org/licenses/by-sa/3.0/


Technical Implementation Guide

ACCE – 2023 CE-IT Symposium
15

Intermountain’s technical 
implementation guide is based on 
a template that is used to create 
step-by-step instructions for 
implementing security on the 
device

The guide itself or a link to the 
guide should be attached to the 
asset object in the inventory



Sample Technical Implementation Guide
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Audience 
Participation 

Break

Is your organization using a 
guide like this?

What would you like to see in a 
guide?

What do you think is missing?
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Security 
Achieved! 

Gold Stars for 
Everyone!
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Security 
Achieved! 
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Regular Cybersecurity Checkups

“We don’t have time 
for all of this!”
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Regular Cybersecurity Checkups

Cybersecurity is not something you do once. 

You may have the resources today to get going on checkups without new 
staff.

Use your PM scheduled service to your advantage. For most of the devices 
in your inventory that have cybersecurity configuration requirements, you 
already touch the device on some pre-determined schedule.



Vulnerability 
Management
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This Photo by Unknown Author is licensed under CC 
BY-SA-NC

https://technofaq.org/posts/2019/06/six-web-security-vulnerabilities-you-can-and-should-prevent/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
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The Basics

• CVSS – FIRST organization. “The Common 
Vulnerability Scoring System (CVSS) provides a 
way to capture the principal characteristics of a 
vulnerability and produce a numerical score 
reflecting its severity.”

• CVE – MITRE. “CVE is now the industry standard 
for vulnerability and exposure identifiers. CVE 
Entries provide reference points for data 
exchange so that cybersecurity products and 
services can speak with each other.”

• NVD - National Vulnerability Database (NIST). 
Data commons for CVEs and vulnerabilities.

• ICS-CERT – Funded by DHS. Custom category for 
medical devices, “Medical Advisory”

This Photo by Unknown Author is licensed under CC BY

http://pauldunay.com/b2b-marketing-needs-to-curate-a-vibrant-community/
https://creativecommons.org/licenses/by/3.0/
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• Do you know what your 
policies are for vulnerability 
remediation?

• Do your policies apply to 
medical devices?

• Can the policy directives be 
accomplished when dealing 
with medical devices?

PPGs

This Photo by Unknown Author is licensed under CC BY

https://elgarblog.wordpress.com/
https://creativecommons.org/licenses/by/3.0/


28
ACCE – 2023 CE-IT Symposium

Technology

• What tools does your organization have 
available for vulnerability management? 
Workflow management?

• Does your CMMS have enough data to be 
useful during remediation?

• You can do all of the tracking and analysis 
with Word and Excel if you have to.

• Don’t be afraid to use other enterprise 
tools, like Sharepoint Lists or Confluence 
projects.

• Don’t over-engineer your solution.

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://impresavda.blogspot.com/2011/06/rapporto-assinform-2011-battuta.html
https://creativecommons.org/licenses/by-nc-nd/3.0/


29

ACCE – 2023 CE-IT Symposium

Collaboration

• Make friends with IT/Cybersecurity 
vulnerability management team.

• Coordinate with Cyber teams and 
other HTM support teams.

• People resources
• CyberSecurity Management
• HTM Management
• Vulnerability response team and IRT
• Clinical leadership

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://bobbyryu.blogspot.com/2006_07_01_archive.html
https://creativecommons.org/licenses/by-nc-nd/3.0/
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Developing Processes

Phases

Triage Asset 
Discovery/ID

Vulnerability 
Assessment Remediation Validation 

and Closure

Replicate or integrate into your current IT 
vulnerability response process.
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Triage Phase

• Don’t fire off the emergency flares 
until you understand how the 
vulnerability impacts your 
organization.

• Create a record of the vulnerability 
alert. Even if you don’t have applicable 
devices now, you might in the future. 

• Gather enough information to kick off 
asset discovery and identification 
processes.

• Begin tracking status.
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Asset ID/Discovery

• Does your vulnerability management team know which 
asset system is used by HTM?

• Check all asset inventories.
• If you can, flag the device as being impacted by the 

vulnerability
• Generate a list of impacted devices, software, etc.
• Document/Identify network connectivity and interfaces
• Document/Identify clinical locations of devices. Are those 

areas secure?
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Internal Assessment
• Document impacts and likelihood. 

• Reach out to operational teams that have 
detailed information about the device/software 
configurations.

• Determine existing mitigating factors (firewalls, 
secure doors).

• Use internal risk scoring methodology to rank 
and prioritize the risk.

• Be ready to justify the risk score!

• Identify who is responsible for patching, if a 
patch is available.

This Photo by Unknown Author is licensed under CC BY-SA

https://30dediferencia.wordpress.com/
https://creativecommons.org/licenses/by-sa/3.0/


Remediation
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Identify Identify who’s responsible for performing 
the needed tasks on which devices.

Document Document control requirements.

Patch Generate work orders or tasks to 
implement compensating controls.

Compensate
Understand who’s responsible for patching 
and how to get the patch. Generate 
patching work orders
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Validation and Closure
• Dashboards!

• Open vulnerabilities
• Open/complete work orders
• Patch completion

• You may be able to actively scan the 
device to validate successful 
remediation. Be cautious and follow 
your internal policies.

• Document in the CMMS the “correct” 
version of the software/firmware to 
apply for new devices or reloads.

This Photo by Unknown Author is licensed under CC BY-SA

http://profslusos.blogspot.com/2012/08/concurso-nacional-de-docente-20122013.html
https://creativecommons.org/licenses/by-sa/3.0/


To the Future!

• Heavy reliance on passive network 
scanning technology.

• Enhancing medical device asset inventory 
with cyber attributes.

• Integration between ticketing systems.
• Spot validations of device configurations.
• Automation of vulnerability response.
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This Photo by Unknown Author is licensed under CC BY

https://www.scientia.global/scicomm-corner-why-space-exploration-needs-science-communication/
https://creativecommons.org/licenses/by/3.0/


Questions? 
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